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Disaster Recovery and Business Continuity:

A CTA’s Case Study

By Bob Marcellus, President/CEO, Richmond Group Fund Co., Ltd.

Trading Advisor (CTA) run by veteran trader and presi-

dent/CEO Bob Marcellus, has a small support staff on-
site and manages assets for its institutional client base from its
headquarters in Richmond, Virginia.

Richmond Group Fund Co. Ltd., (RGFC) a Commodity

On Thursday, September 18, 2003, Hurricane Isabel struck
Virginia and back-up plans were activated in order to deal with
this storm and its aftermath. According to the local utility, Vir-
ginia Power, “the storm was the most devastating in the utility’s
100-year history.” The CTA maintained normal daily opera-
tions during the area-wide disruptions in basic services, (loss
of power supplies, water, and phone services). Normal ser-
vices were not restored until 7-10 days after the storm hit due
to numerous area roads being blocked by fallen trees and
downed power lines.

As part of the existing recovery

The FTP site is an integral component of the trading operation
on a day-to-day basis; access to the site is flexible, portable
and secure. The “portability” aspects of the FTP site enhance
the marketing effort by providing the ability to trade from the
road, which helped the CTA early on to maintain asset growth.
No matter which trader or employee accesses the site, the per-
son accessing the server can readily see if the orders have
already been run that day. Individuals on the trading team can
lose communication with one another, and as long as any one
individual can access the FTP sites, they automatically will
know to run the orders systems or to follow-up with our bro-
kers as normal.

RGFC primarily relies on the Internet for many functions

including communications, markets data and the order entry
process. Internet access is
obtained via high speed cable,

and continuity plan, RGEC already As part of the existing dialll-upl, wireless, arlld Tellhphone
L . o o . Normal telephone

had critical data, essential docu- recoverv and continui tec .no OgY. ¢

ments and client information v ty service and cell phone capability

stored offsite with disk and com-
puter back-up onsite. RGFC out-

plan, the firm already had
critical data, essential

(two networks) are maintained.
There is an alternate power supply
in the home office in the form of

sources its accounting to Hart [
L . 5 documents and client multiple battery back-up units.
Financial Group in Denver, Col- f . — :
orado, duplicating important Information stored offsite There is also a small generator.
records offsite (back office func- with disk and computer The °tfdedr e Za“f'z.e r“‘ztfl"r
tions are fully operational there as ; an extended period ot ime {three
yop baCk'UP onsite. to four weeks) on the reserve

well). Legal documents are filed
with counsel (Dorsey & Whitney,
LLP) in New York.

The key documents and software critical to daily operations
are trading strategies and order entry systems. These systems
are custom designed and difficult to re-create quickly. RGFC
utilizes and relies on two independent, secure file transfer pro-
tocol (FTP) servers for data transfer and data storage, which
we back-up nightly. With Internet access, the prior day’s order
system information and market data is always available. In the
event Internet access is not available, we can manually input
data into the firm’s computers. Worst case, the trading system
can be calculated manually prior to market openings, though
this process is labor intensive.

power alone. For example, sever-

al of our laptop computers each
have an extended battery life of eight hours. Since it takes us
less than fifteen minutes to complete the order entry process
after the New York close, the limits of our reserves are fairly
robust. Our order system need only be run once per day on
day-end data.

Alternate offsite locations include one in Denver, Colorado,
one at a secure location in the mountains two hours from
Richmond, as well as locally in Richmond. These are tempo-
rary solutions, “prearranged” (not subject to last minute nego-
tiations), which house their own back-up power and water
supply. The personal residences of Richmond Group staff are

continued on page 8
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also available as back-up. In any event requiring relocation,
our laptop computers become the main computers rather than
our desktops at the main office.

Early weather reports prompted a review of our emergency
plan one week prior to Hurricane Isabel hitting the area, and
we reminded staff to prepare their homes and families.
Wednesday was a normal trading day, but it was now obvious
that the hurricane was going to impact us. We anticipated that
roads could become impassable due to high water, live power
lines down or fallen trees, and our home office and employee
homes might not be safe during the storm. The dispersion part
of the plan went into effect. That afternoon it was determined
that everyone should either be at home with their families or
should evacuate to our preplanned
back-up sites. Schools were

As the storm struck Thursday, the power grids started failing
around the region. The back-up power supplies at each of
our locations activated. It turned out that each member of
the staff that was given one of the laptops was able to access
the Internet and run the order system that day. One trader,
who was at home without electricity, ran the order system on
his company-supplied laptop powered with APC battery back-
up using a dial-up modem,; his only light the computer
screen. He actually ended up running the orders first and
confirmed receipt of the order run with our executing bro-
kers around the globe. The others accessed the FIP sites
from their respective locations only to find and confirm that
our order run did indeed occur as normal. We were still in
communication at that point via
our mobile phones. Our redun-
dant order generating capabilities

alrea?ykcancelirllg in a(lilvz(tinfce V.VlhiCh In any event r eCIU’ ri ng were fully available but were
meant key employees had family . ,

responsibilities on top of their relocati on, our Iap tOp eztsenvt;:ﬂs}t]iﬁolfaf(llﬂz;;;eiz_:)eSttifis
work duties computers become the et pe op

A laptop (portable) computer was
given to each key employee and
trader (at least three key employees
always carry a fully-loaded laptop
home anyway). All the laptops
were loaded with the current run of
the order system. Instructions
were given as to the protocols to
follow should communications be
lost. Everyone was given copies of important telephone num-
bers and key contact information (mobile phones, clearing
firms, brokers, clients and regulatory agency). Some of our
employees went home, and others went to the local Richmond
back-up site.

be lost.

Our local back-up site acted as a shelter as well as a reserve
power supply. Our company also has a pre-arrangement at a
hotel facility with three-foot thick concrete walls and back-up
power. This site is closer to the airport than our main office.
We housed several employee families there who were
uncomfortable riding out the storm at home. We deter-
mined, at least initially, that we were not going to fly any one
to Denver or evacuate any further away from Richmond.

main computers, and
Instructions are given as
to the protocols to follow
should ccommunications

available if the situation deteriorat-
ed further.

The day after the storm, Friday, the
electrical power was completely
out, including the drinking water
supplies. Many roads were impas-
sible and schools were not in ses-
sion. The trader who initially
came through to run the order sys-
tem the first night lost his ability to transmit via his phone
lines. The emergency power supply was available at the
home office while most of the key personnel were now start-
ing to congregate at our operational back-up site in the city.
We still had the option of sending people with their laptops
to the airport to catch a flight or to get in a four-wheel drive
vehicle and drive to the nearest location with power and dial-
up telephone access. We now had the full weekend ahead to
assess the situation.

We relocated employees and their families whose homes were
out of power and water to our temporary location. It was
important that we considered the families in our planning, and
it turned into a major positive for the company as this crisis

continued on page 12
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extended much longer than anyone anticipated. In addition to
the goodwill generated by the company’s level of commitment
to its employees, productivity from our research department

was notable and trading operations proceeded along normally.

Satellite Internet delivery combined with our back-up genera-
tor would add nicely to our contingency plan. The phone
lines were operational for the most part (dial-up access
available) but the high-speed cable was down in the area for
an extended period. Gas stations lost power at pumps (long
waits at the open stations). Generators have limited life as
they are subject to fuel availability. A very large storage tank
and/or alternate fuel sources for the generators could come
in handy.

All aspects of our trading operation functioned effectively and
our staff was safe. The home office (on reserves) was func-
tional all the way through, even though its power grid was
not restored until six days after the storm. We still had choic-
es (contingency plans) available and never ran out of options
along the way.

Key Issues to Think About in a
Contingency Plan

B Multiple back-up power supplies,
W Availability of key personnel,

B Prearrange for remote/offsite locations
(even temporary ones),

M Multiple ways to access the Internet,

W Utilize laptop computers and their portability features
(FTP servers),

H Cross-training of employees in critical functions,

B Communication plans for the staff and key personnel,
B Include families in planning, and

B Update contingency plans often and inform staff.

Having a quality disaster recovery and business continuity
plan in place early is the cornerstone of your business and
our industry. We were fortunate but were well-served by
being prepared.

National Futures Association has guidelines on their Web site,
www.nfa.futures.org, for complying with Rule 2-38:
Business Continuity and Disaster Recovery Plan.

Bob Marcellus can be reached at 804.741.8586 or bob@
richmondgroupfundco.com for questions or further comment.

=0 Service Provider Series:
f Choosing a Marketer

L350 continued from page 11

B Be sure to maintain the same level of acceptable quality in
terms of the people and accountability of results. Personal
chemistry is often the deciding factor when choosing a mar-
keter.

What is the marketing firm’s track record of success and fail-
ure in terms of raising money as an independent marketer?

B This is often overlooked. It is however critically important
because raising money as an independent marketer
requires unique and different skills than being employed
at a large multi-product firm.

Do I want this marketer representing my #1 competitor dur-
ing a finals presentation vs. our firm?

B Fear of loss is a strong motivator.

Steven Rubenstein, founder and president of Arrow Partners,
Inc. can be reached at 914.251.1084 or at steve@
arrowpartners.com. The independent sales and marketing
Sfirm focuses on helping investment managers increase their
assets under management. Securities are distributed by Arrow
Investments, Inc. Member NASD, SIPC.


www.nfa.futures.org
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